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Executive Summary &
Featured Companies
The network plays a unique role in the shift from traditional perimeter-based security strategies to zero trust
(ZT). On the one hand, the network itself moves from being the primary focus of security activity to one of
six interrelated pillars, and this loss of primacy can be difficult to absorb for legacy network-centric security
professionals and organizations. On the other hand, the network is central to critical ZT security functions
and to delivering on the foundational requirements highlighted in the “ZT Strategic Technology/Management
Priorities” graphic. “De-perimeterization,” a concept espoused by the Jericho Forum (which first advanced key
ZT principles), may be the basis for zero trust, but ZT network plays an essential role in establishing ZT as a
functional strategy.
In a discussion of technologies that are needed for zero trust success, Stratascale security SMEs highlighted
four key issues: microsegmentation, encryption, visibility, and VPN replacement/next-generation remote
access.
Microsegmentation
Microsegmentation is the starting point for most ZT network authorities. In the words of one expert
contributor to Stratascale ZT research, “everybody has VLANs and stuff like that. Microsegmentation is
[central to] the ZT end goal. You want to have specific rules for a device: ‘these data flows go there, and
nothing else shall pass.’”
This distinction matters in a zero trust context. Segmentation is generally deployed in terms of rules that
apply to a group of resources, such as a set of databases; microsegmentation drills down to identity (human
and non-human), device, data, and resource-specific data flows.
The depth of segmentation used by an organization typically varies with maturity. Some firms have “flat
networks” that lack segmentation; others have progressed only as far as VLANs and group-based policies.
Organizations that have more mature ZT network approaches use microsegmentation that considers identity,
device, data, and resources. Firms plotting a ZT journey can position segmentation as a means of improving
alignment of defenses with sensitive data and high-value corporate IP.
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A series of meetings involving SMEs from Stratascale’s security practice, Office of the CISO, and Innovation
Labs assessed 42 vendors, resulting in a list of 29 vendors as a starting point for firms looking to enhance
network microsegmentation as part of a broader Zero Trust strategy. These vendors are recognized as
important providers of microsegmentation products, or of capabilities - network access control (NAC) or
threat isolation - that are important to microsegmentation in a ZT context. Vendors listed here share two
other characteristics: they are familiar to our team of experts from our work with clients, and are considered
relevant to both microsegmentation and zero trust.
Please note that no recommendation or warranty is implied by the inclusion of any vendor within this report.

FEATURED COMPANIES

Drilling down
Stratascale assembled a cross-functional group of security and networking experts to create this report. This
group included seven Stratascale SMEs:
•
•
•
•
•
•
•

Stratascale Director of Zero Trust and Identity Services Rob Forbes
Principal Architect - Enterprise Networking Bill McKenzie
Senior Technical Advisor for Hybrid Cloud Jeff Riggen
Senior Cybersecurity Technical Advisor Joseph Karpenko
Vice President - Office of the CISO Michael Wilcox
Cybersecurity Research Analyst Alex Banghart
Lead Cybersecurity Research Analyst Michael O’Neil
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Stratascale launched this vendor analysis by setting out guidelines for assessing vendors. One group member
highlighted the difference between platform and point solutions: VMware NSX was offered as an established
platform product that integrates microsegmentation into a holistic security architecture; Cisco and Palo
Alto Networks were identified as providers that have built platforms by extending capabilities into multiple
areas; and Zscaler was cited as an example of a firm that is not really a microsegmentation provider, but which
accomplishes microsegmentation objectives in a way that combines elements of a number of different zero
trust capabilities. Illumio, GuardiCore (acquired by Akamai in late 2021), and Color Tokens were cited as
three of many examples of point ZT microsegmentation solutions.
The group also drew a distinction between vendors who are broadly applicable in the enterprise
environments that Stratascale addresses (generally, Fortune 1000 businesses), and those which are relevant
in specific niches, but not across all potential enterprise use cases. For ZT microsegmentation, these lists are
as follows:
Vendors that should be considered by buyers looking to build or enhance enterprise ZT microsegmentation
capabilities, listed in alphabetical order:Alkira
• Aviatrix
• Carbon Black
• Cisco
• ColorTokens
• Cyolo
• Ericom
• Fortinet
• GuardiCore
• iboss
• Illumio
• Juniper Networks
• Netskope
• Nile
• Palo Alto Networks
• Perimeter 81
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Vendors that address specific ZT microsegmentation requirements and may fit specific needs, but which don’t
apply to a broad spectrum of enterprise ZT microsegmentation use cases:
•
•
•
•
•
•
•

Aruba Networks
Hysolate
Ordr
SentinelOne
Symantec
Talon Cyber Security
vArmour

Please note that as a default in this document and others in the Zero Trust Vendors to Watch, Know,
Understand series, that firms which have been acquired - like, for example, GuardiCore and Carbon Black are listed under their original names, with notes in their profiles indicating the acquiring company. This gives
readers a chance to see how specific capabilities have been aggregated via acquisition.
Also, please note that this list is subject to change over time, as new vendors and capabilities become
available.
Stratascale brings a unique combination of expertise, solution depth and vendor relationships and insight
to the cybersecurity market. Readers seeking support in developing zero trust strategies are encouraged to
contact their Stratascale Client Advisor or to connect with us at stratascale.com/contact-us/
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Alkira
https://www.alkira.com/
KNOWN FOR: Alkira has reinvented networking for the cloud era by delivering Cloud Area
Networking, the first global unified network infrastructure with on-demand hybrid and multicloud connectivity, integrated network and security services, end-to-end visibility, controls and
governance, all delivered as-a-service.

DESCRIPTION
Alkira was founded in 2018 by Amir and Atif Khan, the visionary computer networking team that created the multibillion-dollar SD-WAN market with the founding of Viptela. After Viptela was acquired by Cisco in 2017, it was time
to look for another significant customer problem to solve. Storage and compute had evolved to be cloud-friendly and
cloud-like, but the network had not, and so the idea of the network cloud was born. Alkira has reinvented networking
for the cloud era by delivering the network cloud, the first global unified network infrastructure with on-demand
hybrid and multi-cloud connectivity, integrated network and security services, end-to-end visibility, controls and
governance, all delivered as-a-service. “Alkira” is from the Australian Aboriginal for “blue sky,” and according to some
sources, “a happy place in the sun.” We named our company with an awareness of a fresh start, coupled with real “blue
sky” levels of innovation and vision. Our vision is nothing short of the complete reinvention of networking. A vision of
a multicloud capable network that behaves like the cloud and is consumed as-a-service like the cloud. A network that
can take you to and across clouds in minutes instead of months. A network where services, like firewalls, live and scale
in the cloud. A network you draw instead of build. A network with end-to-end visibility and governance. A network
delivered as a service. Welcome to the future of networking. Welcome to Alkira.
FUNDING & INVESTORS
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EXECUTIVE TEAM
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Aviatrix
https://aviatrix.com/
KNOWN FOR: Aviatrix cloud network platform delivers advanced networking, security and
operational visibility and control required by enterprises, with the simplicity, automation, and
agility of cloud.

DESCRIPTION
Architecting the Future of Networking.
Aviatrix is the first and only provider of cloud-native networking software that embraces and extends the native
constructs of the public clouds to deliver the simplicity and automation of the cloud with the visibility and control
enterprises require. Legacy data center networking solutions are cloud “naïve” and bring complexity and the manual
operations of the 90s data center. At the same time, basic networking services and constructs from the cloud
providers lack all the functionality, visibility and control required by enterprises.
FUNDING & INVESTORS

EXECUTIVE TEAM
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Carbon Black
https://www.carbonblack.com/
KNOWN FOR: The Cb Endpoint Security Platform is a complete endpoint security solution helping
customers replace ineffective antivirus, lock down critical systems and arm incident response
teams with advanced tools to proactively hunt down threats.

DESCRIPTION
Solving Security As A Big Data Problem: Cybersecurity has become a big data problem. Solving it requires
sophisticated analytics and the computational power and agility of the cloud. With the CB Predictive Security Cloud
platform, we are transforming cybersecurity with a new generation of cloud-delivered security solutions designed to
protect against the most advanced threats.
Endpoint Security Leader: Carbon Black has been a leader in endpoint security for years. With the CB Predictive
Security Cloud, we are providing an extensible cloud platform to consolidate security and provide you information
needed to secure your endpoints, using a single lightweight agent.
Innovative Technology: Our technology approach differs from other security vendors. The CB Predictive Security
Cloud focuses on understanding attackers’ behavior patterns, enabling us to detect and stop never-seen-before
attacks. Leveraging the power of the cloud, we analyze more than 500B events per day across millions of global
endpoints, helping you stay ahead of emerging attacks.
Customer Focused: More than 5,300 global customers, including 35 of the Fortune 100, trust Carbon Black to keep
their organizations safe. Our diverse customer base includes Silicon Valley leaders in internet search, social media,
transportation, and hospitality, as well as leaders across finance, manufacturing, retail, and government. With an eye
on empowering every security team and protecting every endpoint, we stand true to our founding vision: To create a
world safe from cyberattacks.
INVESTORS
Atlas Venture
Sequoia Capital
Highland Capital Partners

FUNDING
Series A, 2005, $6M
Series B, 2006, $9.8M
Series C, 2007, $10M
Venture Round, 2010, $12.5M
Series D, 2012, $34.5M
Series E, 2014, $38.3M

EXECUTIVE TEAM
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Cisco
https://www.cisco.com/
KNOWN FOR: Cisco is the worldwide leader in IT and networking. We help companies of all sizes
transform how people connect, communicate, and collaborate.

DESCRIPTION
Cisco (NASDAQ: CSCO) enables people to make powerful connections--whether in business, education,
philanthropy, or creativity. Cisco hardware, software, and service offerings are used to create the Internet solutions
that make networks possible--providing easy access to information anywhere, at any time. Cisco was founded
in 1984 by a small group of computer scientists from Stanford University. Since the company’s inception, Cisco
engineers have been leaders in the development of Internet Protocol (IP)-based networking technologies. Today, with
more than 71,000 employees worldwide, this tradition of innovation continues with industry-leading products and
solutions in the company’s core development areas of routing and switching, as well as in advanced technologies such
as home networking, IP telephony, optical networking, security, storage area networking, and wireless technology. In
addition to its products, Cisco provides a broad range of service offerings, including technical support and advanced
services. Cisco sells its products and services, both directly through its own sales force as well as through its channel
partners, to large enterprises, commercial businesses, service providers, and consumers.

FUNDING & INVESTORS
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ACQUISITIONS
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EXECUTIVE TEAM
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ColorTokens
https://colortokens.com/
KNOWN FOR: ColorTokens enables zero trust security for endpoints and workloads. Prevents
spread of APT lateral threats, insider threats and sophisticated breaches.

DESCRIPTION
ColorTokens’ core team brings deep and innovative industry experience from brands such as Cisco, Juniper, VMware,
Microsoft, and Zscaler in domain areas including cybersecurity, networking, and infrastructure. With customers and
partners worldwide, ColorTokens is headquartered in Santa Clara (Silicon Valley), CA, USA with a major center of
development and sales in Bengaluru, India.
FUNDING & INVESTORS

EXECUTIVE TEAM
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Cyolo
http://www.cyolo.io/
KNOWN FOR: Cyolo is a cloud software company and developer of a Zero Trust Network Access
that enables users to securely access their organization’s apps, servers, desktops, and files. The
company is based in Tel Aviv, Israel.

DESCRIPTION
Zero Trust Security. Maximum Productivity.
Introducing the first real zero-trust solution, a safer architecture that allows organizations to securely connect all
users to their working environments.
Secure Connectivity Based on Trusted ID: Our mission from the first day was clear: to create one unified platform
that enables users to access all the organization’s applications, servers, desktops and files, securely and with ease. We
aim to help organizations stay agile, secure and productive – whatever the situation, wherever their users are located.
FUNDING & INVESTORS

EXECUTIVE TEAM
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Ericom
https://www.ericom.com/
KNOWN FOR: Established in 1993, Ericom is headquartered in Closter, New Jersey. They provide
secure access solutions that protect organizations from advanced cybersecurity threats.

DESCRIPTION
Ericom Software is a global leader in securely connecting the unified workspace. Ericom empowers today’s connected
workforce and the IT organizations that support them by securing and optimizing desktop, application, and web
content delivery to any device, anywhere. Founded in 1993, Ericom provides enterprise-grade secure remote access,
desktop virtualization (VDI), and web security solutions to organizations across all industries. With a focus on
application delivery, cloud enablement, and secure browsing, Ericom advances secure connectivity—providing end
users with a superior work experience and optimizing enterprise productivity.

EXECUTIVE TEAM
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Fortinet
https://www.fortinet.com/
KNOWN FOR: Industry Leading Cyber Security Company and Malware Protection.

DESCRIPTION
Fortinet (NASDAQ: FTNT) secures the largest enterprise, service provider, and government organizations around
the world. Fortinet empowers its customers with intelligent, seamless protection across the expanding attack surface
and the power to take on ever-increasing performance requirements of the borderless network—today and into the
future. Only the Fortinet Security Fabric architecture can deliver security without compromise to address the most
critical security challenges, whether in networked, application, cloud, or mobile environments. Fortinet ranks number
one in the most security appliances shipped worldwide and more than 450,000 customers trust Fortinet to protect
their businesses.

FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM
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ACQUIRED
by Blaze.io

GuardiCore
https://www.guardicore.com/
KNOWN FOR: Guardicore is the segmentation company disrupting the legacy firewall market.

DESCRIPTION
Guardicore is the segmentation company disrupting the legacy firewall market. Our software only approach is
decoupled from the physical network, providing a faster alternative to firewalls. Built for the agile enterprise, we
offer greater security and visibility in the cloud, data-center and endpoint. Our mission goes beyond creating great
technology. We continuously engage with our customers as a trusted partner, ensuring they maximize the value of
their security investments beyond their original goals and expectations.
Rethink Your Firewalls: When it comes to upending the cybersecurity industry and being a great place to work,
Guardicore, a leader in software-based segmentation has cracked the code. See how we’re making cybersecurity
solutions faster, cheaper, and easier to use, and fostering a dynamic startup culture that made us a Fortune Magazine
2020 Best Small and Medium Workplace.

FUNDING & INVESTORS
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EXECUTIVE TEAM
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iboss
https://www.iboss.com/
KNOWN FOR: Secure user Internet access on any device, from any location, in the cloud.

DESCRIPTION
The iboss cloud secures user Internet access on any device, from any location, in the cloud. Shift the focus from
following perimeters to following users so that consistent cloud security is applied while users are in the office or on
the road.
The network perimeter has eroded, making traditional gateway security appliances ineffective at securing users who
are no longer bound by network boundaries. Built on a proprietary containerized architecture designed 100% for the
cloud, iboss cloud secures user Internet access from anywhere, including in and out of your physical network
perimeter. Users are always connected to iboss cloud, regardless of device or location, to ensure all Internet traffic is
secured for compliance, web filtering, malware defense and data loss at all times. Since iboss cloud lives in the cloud,
security goes where users go with elastic and instant scaling to meet the demands of the cloud-first future.
FUNDING & INVESTORS

EXECUTIVE TEAM
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Illumio
https://www.illumio.com/
KNOWN FOR: Illumio has developed adaptive micro-segmentation technology that prevents the
spread of cyber threats inside any data center and cloud.

DESCRIPTION
Every mission starts with a vision
We saw the rise of dynamic data centers, a hybrid world, and complex application environments. We saw
perimeter-based security give way to a new need for segmentation from endpoints to the data center and
cloud, and the risk in defending the new with the old.
We built a new way and pioneered security segmentation: Our vision gave way to a security segmentation
(also known as micro-segmentation) platform that gives you 20/20 application visibility and 24/7 control to
stop lateral movement – preventing the spread of breaches on endpoints or across any data center or cloud
on bare-metal, virtual
machines, and containers. Our customers are some of the largest organizations with the most critical data in
the world. Trust and innovation are the core of what we do.
Solving the lateral movement problem: Lateral movement occurs in every single breach. An intruder
breaches the perimeter then moves laterally across the network until they reach what they’re after. We
solved this problem. With Illumio Core, it all starts with a map that gives you complete visibility into any
application environment, no matter how complex it is, and brings to light what’s communicating and what
shouldn’t be. Use that map to simply create East-West segmentation policies. Illumio Edge brings this same
approach to prevent the lateral movement of ransomware and malware between endpoints. Visibility begets
simplicity. This is why customers rely on Illumio to keep lateral movement in check and reduce their cyber risk.
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Juniper Networks
https://www.juniper.net/aus/en/
KNOWN FOR: Juniper Networks provides highperformance networking & cybersecurity solutions
to service providers, enterprise companies & public sector organizations.

DESCRIPTION
In 1995, after 11 years working at the Computer Science Lab of Xerox PARC, Pradeep Sindhu took a leave
of absence to consider his next steps. Noting the explosive growth of the Internet and the importance of
connecting computers, Sindhu was struck by the enormous potential of the router — the fundamental building
block of the network. He returned from a vacation with the idea to start a company to supply high-performance
routers to support the quickly emerging Internet.
After some discouraging responses from venture capitalists, Sindhu managed to secure financing for his
company, and Juniper Networks was incorporated February 6, 1996, in California. Instead of starting small
like many startups, Juniper Networks decided upon what would become its signature approach — tackle the
toughest problem and solve it once. The company’s first product, the revolutionary M40 router which shipped
in September of 1998, did just that. The M40 far surpassed all other routers on the market and established
Juniper’s position as an innovative and serious player in the hardware market. Developing the M40 was a major
undertaking that required two years of research and work. During that time, to keep venture capitalists and
customers happy, Juniper Networks developed what would later become its major differentiator and the basis
for all future innovation — Junos Platform.
FUNDING & INVESTORS
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ACQUISITIONS
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Netskope
https://www.netskope.com/
KNOWN FOR: Netskope is a leader in the CASB market providing discovery, deep visibility, and
granular control of sanctioned and unsanctioned cloud applications.

DESCRIPTION
The perimeter is not a place
Today, there’s more data and users outside the enterprise than inside, causing the network perimeter as we
know it to dissolve. We need a new perimeter. One that is built in the cloud, and follows and protects data —
wherever it goes. One that provides protection without slowing down or creating friction for the business.
One that enables fast and secure access to the cloud and web using one of the world’s largest and fastest
security networks, so you never have to sacrifice security for performance. This is the new perimeter. This is the
Netskope Security Cloud.
•
•
•

Protect data and users everywhere: Netskope takes a data-centric approach to cloud security,
protecting data and users everywhere.
Safely enable the cloud and web: Leverage our intimate understanding of the cloud to safely enable
the cloud and web.
Deliver security that is fast and scalable: Netskope runs on one of the world’s largest and fastest
security networks.

How do you transform security to enable digital transformation: That’s the vision of Netskope. The organic
adoption of cloud and mobile in the enterprise presents challenges for security teams when it comes to
managing risk without slowing down the business. Security has traditionally managed risk by applying heavyhanded controls, but today’s business wants to move fast without having velocity throttled. Netskope is
redefining cloud, network, and data security, empowering security teams with the right balance of protection
and speed they need to secure their organization’s digital transformation journey
Culture is everything:
•

Collaborative and transparent: Everybody works hard and we work together. Our corporate
leadership is clear, open, honest and our middle managers share what’s happening in the company, and
the most junior people have a big impact. That’s what it means to be transparent.

•

No politics or bureaucracy: There’s no room for politics or bureaucracy at Netskope. Big egos are
shown the door. Nobody’s too senior or important to be held accountable. Everybody rolls up their
sleeves, and the best ideas win.
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•

Determined - we make it happen, period: Whether we’re dealing with a customer issue, a needed
product feature, or a way to enable our best partners, we make it happen. No excuses. It’s in our DNA.

•

Customers are #1, and we have their back: Our customers’ success means more to us than anything
else? Technology projects aren’t always easy, and our job is to be in the trenches with our customers.
They need to know we have their backs, and we need to earn their trust every day.

•

Dream big and be innovative: Netskope is solving some of the most advanced information security
challenges today. We have more than 40 patent claims to our name, with dozens more in process. Our
only choice is to dream big and innovate every day.

•

Always have fun: Whether we’re sharing a meal or volunteering alongside our colleagues, we are
laughing and having fun. We trust and appreciate each other, and nobody takes themselves too
seriously. That’s what makes work fun.

FUNDING & INVESTORS
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Nile
https://nilesecure.com/
KNOWN FOR: Nile is building an innovative approach that securely connects people, devices,
and applications on campus networks.

DESCRIPTION
Nile was founded on the principle that connectivity should be more secure and delivered as simply and reliably
as electricity. Nile is building an innovative approach that securely connects people, devices, and applications.
We’re about delivering experiences, not products. Embracing the purpose of connectivity while challenging today’s
practices, and even tomorrow’s promises, to find innovative ways to create simple and secure experiences.
We’ve assembled an incredible team of pioneers and visionaries who bring immense experience driving innovation
and disrupting markets. If you thrive in these environments, contact us. We are hiring across many different
functions from engineering to sales and everything in between.shown the door. Nobody’s too senior or important
to be held accountable. Everybody rolls up their sleeves, and the best ideas win.
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Palo Alto Networks
https://www.paloaltonetworks.com/
KNOWN FOR: Palo Alto Networks produces hardware firewall products that take an app-centric
method for traffic classification and enable app visibility.

DESCRIPTION
Our vision is a world where each day is safer and more secure than the one before Palo Alto Networks, the
global cybersecurity leader, continually delivers innovation to enable secure digital transformation—even as the
pace of change is accelerating.
OUR MISSION: Your cybersecurity partner, for today and tomorrow Our mission is to be the cybersecurity
partner of choice, protecting our digital way of life.
WHAT WE DO: Driving innovation for a better tomorrow Everyday, Palo Alto provides the visibility, trusted
intelligence, automation and flexibility that help complex organizations advance securely.

FUNDING & INVESTORS
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Perimeter 81
https://www.perimeter81.com/
KNOWN FOR: The easiest way to secure your business’ network access and cloud operations.

DESCRIPTION
Perimeter 81 was launched in 2018 as the second company of cybersecurity experts Amit Bareket and Sagi
Gidali, who met at Tel Aviv University in 2012 while studying computer science. They joined forces to found
SaferVPN which is now one of the world’s most-recognized VPN brands, and was recently acquired by a
leading Internet and media conglomerate.Since its founding, Perimeter 81 has quickly gained traction in the
Software-Defined Perimeter and Network as a Service market, and is transforming the way companies
consume network security. Perimeter 81 has been named a Gartner Cool Vendor, won many cybersecurity
awards, and holds a patent for Automatic Wi-Fi Security.
FUNDING & INVESTORS

EXECUTIVE TEAM
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ACQUIRED
by Ivanti

Pulse Secure
http://www.pulsesecure.net/
KNOWN FOR: Pulse Secure, LLC is a leading provider of secure access solutions to both
enterprises and service providers.

DESCRIPTION
Every single day, our global team are innovating our products to ensure that you can dramatically boost your workers’
productivity, make a smooth and secure transition to the Cloud and ensure that your networks are protected without
a burden on IT. Put simply, we are the company that is 100% focused on delivering secure access solutions for people,
devices, things and services. For years, enterprises of every size and industry have been trusting our integrated
virtual private network, network access control and mobile security solutions to enable secure access seamlessly in
their organizations.
ACQUISITIONS

EXECUTIVE TEAM
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Saviynt
https://saviynt.com/
KNOWN FOR: Next Generation Access Governance & Intelligence for Cloud, Big Data &
Enterprise Applications to address security, compliance and regulatory challenges.

DESCRIPTION
It actually began well before Saviynt was founded. Back in 2001, when Sachin Nayyar decided to create Vaau,
he had a vision to create an Enterprise Role Management and Identity Compliance technology that would allow
companies to manage their auditing and compliance costs. Brought into many of the Fortune 100 companies,
the technology quickly became the standard for IGA. Fast forward to 2009, after Vaau was acquired by Sun
Microsystems, and ultimately became part of Oracle’s ubiquitous GRC product, Sachin saw the need for a major
upgrade to the now 10+ year old IGA solutions still being used by corporations around the globe.
Enter Saviynt. Our vision is to redefine IGA by converging traditional Identity Management with CASB and
Application GRC capabilities. In doing this, Saviynt enables enterprises to secure applications, data and
infrastructure in a single platform for cloud and enterprise. One of our most sought after features is the
advanced risk analytics and intelligence capabilities, able to dig down to work at the fine-grained privilege
management levels. Since our founding in 2009, Sachin has built a world class team with deep expertise in IGA
and Cloud Security. We now integrate with all of the mainstream applications, platforms and infrastructure
being used today, as well as custom enterprise applications. Some of the largest companies in the world trust
their security with the Saviynt platform, and the analyst community is once again sounding their praises of the
company that Sachin built.
FUNDING & INVESTORS
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ACQUIRED
by Fortinet

ShieldX Networks
https://www.shieldx.com/
KNOWN FOR: Segment and secure in minutesand at scale with the industry’s first microservices
platform for Cloud security.

DESCRIPTION
We’ve succeeded in our shared vision and mission to build a platform that ends unacceptable trade-offs and redefines
security. And we’ve done it through expert execution and by following three primary guidelines. First, to truly deliver
a quantum leap in innovation, a company must first embrace it. From inception, we’ve run our business and built our
product using the same emerging technologies and cloud principles, models and tools as our customers.
Second, to create the best technology and customer experience, our diverse human capital is our most
important asset. Each member of our team, like each of our platform’s microservices, is selectively recruited
to serve a vital leadership role aligned with their extensive and unique expertise. Finally, like our product, the
whole of our business including our team, its vision and culture, should be greater than the sum of its parts.
FUNDING & INVESTORS

EXECUTIVE TEAM
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Talon Cyber Security
https://talon-sec.com/
KNOWN FOR: Talon Cyber Security is a leading provider of cyber security solutions for the
distributed workforce.

DESCRIPTION
Just like cloud computing changed software forever, distributed work has disrupted enterprise cybersecurity
for good. Talon is at the forefront of harnessing this global shift, defining a brand-new security approach that
enables the hybrid workforce.
Our mission at Talon:
• We’re living through a global revolution in the way we work. Human beings sitting in chairs in
corporate offices has transformed into the flexibility to work when, where and how your people are
most productive.
•

Modern cybersecurity for a distributed workforce must enhance security across an increasingly
complex attack surface, be easy to manage and cost-effective, and provide a frictionless user
experience.

•

At Talon, we empower organizations to adopt flexible, dynamic and productive ways of working with
rock-solid cyber protection and enhanced visibility via TalonWork, our secure and isolated browsercentric environment, for corporate managed and unmanaged devices.

FUNDING & INVESTORS
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ACQUIRED
by Broadcom

VMware
https://www.vmware.com/
KNOWN FOR: VMware is a software company providing cloud and virtualization services.

DESCRIPTION
VMware offers a breadth of digital solutions that powers apps, services, and experiences which enable
organizations to deliver the best customer service and empower employees.
What We Do: VMware streamlines the journey for organizations to become digital businesses that deliver
better experiences to their customers and empower employees to do their best work. Our software spans
App Modernization, Cloud, Networking & Security and Digital Workspace.
•
•
•
•
•
•

App Modernization: We modernize application development to accelerate digital innovation.
Cloud: We enable you to build, run, manage, connect and protect all of your apps on any cloud.
Networking: We connect and secure apps and data, regardless of where they run, from data center to
cloud to edge infrastructure.
Security: We leverage your infrastructure to protect apps and data from endpoint to cloud.
Digital Workspace: We deliver a secure, consumer-like user experience on any device.
Telco Cloud: Deliver any application, on any cloud, anywhere—from the core and the RAN to the edge
and cloud.
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ACQUIRED
by Juniper

WiteSand Systems
http://www.witesand.io
KNOWN FOR: Founded in 2019, WiteSand delivers plug and play simplicity to wired and wireless
networking, and peace of mind with zero trust network access.

DESCRIPTION
Founded in 2019, WiteSand delivers plug and play simplicity to wired and wireless networking, and peace
of mind with zero trust network access. Enterprise network managers gain an integrated portal in the cloud
leveraging the latest advances in AI/ML to provision, monitor, analyze, and secure access to their global
networks. Any switch and any access point from any vendor. Any employee, any guest, and any IoT device.
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Zscaler
https://www.zscaler.com/
KNOWN FOR: Zscaler is revolutionizing cloud security by helping enterprises move securely
from the old world of IT into the new world of cloud and mobility.

DESCRIPTION
Back in the day when your users were all on the network and your applications resided in your physical data
center, it made sense to establish a secure perimeter around your network. But those days are over, the
perimeter is gone, and network security is all but irrelevant. Instead, you need to put your defenses and controls
where the connections occur— the internet — so that every connection is fast and secure, no matter how or
where users connect or where their applications reside.
By moving applications and infrastructure to the cloud and untethering employees from their desks, you
can realize tremendous advantages in productivity, agility, and cost containment. With our 100% cloud built
secure platform, Zscaler can help you make the move to the cloud, securely.
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ACQUIRED
by HPE

Aruba Networks
http://www.arubanetworks.com/
KNOWN FOR: Aruba is the industry leader in wired, wireless and security networking solutions
for todays experience edge.

DESCRIPTION
Customer first, customer last. We believe in relationships over transactions, where everything we do starts
and ends with our customers.
Experience edge innovation. We’re changing the rules of networking to create smart digital experiences.
Provided by a next-generation network – one that’s software-defined, secure, and designed for mobile and
IoT. You benefit from the best of both worlds: amazing experiences with amazing simplicity
Fostering a culture built on trust. Through global communities and collaboration, we are committed to
empowering customers and partners alike to be the driving force that shapes the future of networking.
We, at Aruba, are much more than leaders in Wi-Fi technology! Aruba is where top athletes in every field are
advancing the future of mobile and digital. At our core is a Customer First, Customer Last philosophy. We
Focus on Innovation that is revolutionizing digital experiences in places where we work, learn, shop, travel,
and enjoy free time. We are the Biggest Small Company in our industry. Our mission is to be the Edge-toCloud platform upon which our customers innovate in the mobile, IoT, and cloud era.
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ACQUIRED
by Perception
Point

Hysolate
https://www.hysolate.com/
KNOWN FOR: Hysolate has transformed endpoint security software, making it a secure and
productive environment that provides an unrestricted user experience.

DESCRIPTION
Customer first, customer last. We believe in relationships over transactions, where everything we do starts
and ends with our customers.
Experience edge innovation. We’re changing the rules of networking to create smart digital experiences.
Provided by a next-generation network – one that’s software-defined, secure, and designed for mobile and
IoT. You benefit from the best of both worlds: amazing experiences with amazing simplicity
Fostering a culture built on trust. Through global communities and collaboration, we are committed to
empowering customers and partners alike to be the driving force that shapes the future of networking.
We, at Aruba, are much more than leaders in Wi-Fi technology! Aruba is where top athletes in every field are
advancing the future of mobile and digital. At our core is a Customer First, Customer Last philosophy. We
Focus on Innovation that is revolutionizing digital experiences in places where we work, learn, shop, travel,
and enjoy free time. We are the Biggest Small Company in our industry. Our mission is to be the Edge-toCloud platform upon which our customers innovate in the mobile, IoT, and cloud era.
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Ordr
http://www.ordr.net/
KNOWN FOR: Detailed mapping to automatically identify & classify network-connected systems
and devices, and closed-loop security with actionable AI to regulate & protect.

DESCRIPTION
At Ordr, we’re energized by the explosive growth in network-connected systems and devices. We recognize
the tremendous opportunities that this represents for the hyperconnected enterprise. Improved delivery of
care, efficient logistics and operations, quality enhancements in manufacturing, more stable and intelligent
business-critical systems. We’re energized because we give you the power to take control and realize these
myriad opportunities.
We are committed to continually finding ways to make the very complex very simple. We are committed to
providing you with the most innovative controls possible, so you will always stay above the chaos. And we are
committed to absolute intellectual honesty, unwavering customer and partner loyalty, and a pledge to apply a
peerless standard of ethics to everything we do. Let’s take control together.
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SentinelOne
https://www.sentinelone.com/
KNOWN FOR: Endpoint security software that defends every endpoint against every type of
attack, at every stage in the threat lifecycle.

DESCRIPTION
A group of defense and intelligence experts saw savvy attackers compromising endpoints seemingly at
will. Traditional approaches failed to provide sufficient protection. They founded SentinelOne to develop a
dramatic new approach to endpoint protection. It’s one that applies AI and machine learning to thwart known
and unknown threats.
Our team understands how much endpoints matter. When attackers come after our privacy, intellectual
property, infrastructure, and collaborative modes of working, they assault more than just data. We’re under
attack, and so are our values. That’s why we’re dedicated to keeping our breakthrough platform ahead of
threats from every vector. Gartner, NSS Labs, and industry leading organizations recognize that our approach
sets us apart.
FUNDING & INVESTORS

P O W ER ED B Y VATI O N VENTURES

52

ACQUISITIONS

EXECUTIVE TEAM

P O W ER ED B Y VATI O N VENTURES

53

ACQUIRED
by Broadcom

Symantec
https://www.symantec.com/
KNOWN FOR: The Symantec CloudSOC platform enables companies to confidently leverage cloud
applications and services while staying safe, secure and compliant.

DESCRIPTION
Symantec Corporation (NASDAQ: SYMC), the world’s leading cyber security company, helps businesses,
governments and people secure their most important data wherever it lives. Organizations across the world
look to Symantec for strategic, integrated solutions to defend against sophisticated attacks across endpoints,
cloud and infrastructure. Likewise, a global community of more than 50 million people and families rely on
Symantec’s Norton suite of products for protection at home and across all of their devices. Symantec
operates one of the world’s largest civilian cyber intelligence networks, allowing it to see and protect against
the most advanced threats.
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vArmour
https://www.varmour.com/
KNOWN FOR: vArmour is the industry’s first distributed security system that provides
application- aware microsegmentation.

DESCRIPTION
vArmour, the data center and cloud security company, delivers agentless integrated security services to
auto-discover application communications, optimize policy modeling, and protect critical applications and
workloads across multi-clouds. Based in Mountain View, CA, the company was founded in 2011 and is
backed by top investors including Highland Capital Partners, Menlo Ventures, Columbus Nova Technology
Partners, WorkBench Ventures, Allegis Capital, Redline Capital, and Telstra. The vArmour DSS Distributed
Security System is deployed across the world’s largest banks, telecom service providers, government
agencies, healthcare providers, and retailers. Partnering with companies including AWS, Cisco, HPE and
VMware, vArmour builds security into modern infrastructures with a simple and scalable approach that drives
unparalleled agility and operational efficiency.
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