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Executive Summary &
Featured Companies
The network plays a unique role in the shift from traditional perimeter-based security strategies to zero trust
(ZT). On the one hand, the network itself moves from being the primary focus of security activity to one of
six interrelated pillars, and this loss of primacy can be difficult to absorb for legacy network-centric security
professionals and organizations. On the other hand, the network is central to critical ZT security functions
and to delivering on the foundational requirements highlighted in the “ZT Strategic Technology/Management
Priorities” graphic. “De-perimeterization,” a concept espoused by the Jericho Forum (which first advanced key
ZT principles), may be the basis for zero trust, but ZT network plays an essential role in establishing ZT as a
functional strategy.
In a discussion of technologies that are needed for zero trust success, Stratascale security SMEs highlighted
four key issues: microsegmentation, encryption, visibility, and VPN replacement/next-generation remote
access.
Visibility
“Visibility” is a complicated topic in zero trust: it applies at both the network level and, as what our research
describes as a “foundational requirement,” across the entire ZT environment. At a macro level, visibility (and
analytics) references the capacity to aggregate, digest, and act on information that spans all pillars and the
entire protect surface. This insight relies to a large extent on visibility developed at the network level. It is
crucial for ZT network managers to have deep insight into network functions, performance, and potential
vulnerabilities and threats. ZT requires success across and within each of the pillars, but the network’s unique
position as a nexus for access and data makes visibility a key ZT network attribute: a ZT network enables
teams to see vulnerabilities and attacks as they arise, so that they can take action to prevent attacks from
expanding within the corporate environment, and so that they can issue appropriate intelligence to other
pillars as required.
A series of meetings involving SMEs from Stratascale’s security practice, Office of the CISO, and Innovation
Labs assessed 48 vendors, resulting in a list of 31 vendors as a starting point for firms looking to enhance
network visibility as part of a broader Zero Trust strategy. These vendors are recognized as important
providers of products in three core categories - Network Traffic Analysis (NTA), Intrusion Detection and
Prevention Systems (IDPS), and DDoS Mitigation - that are important to network visibility in a ZT context.
Please note that no recommendation or warranty is implied by the inclusion of any vendor within this report.
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FEATURED COMPANIES

Drilling down
Stratascale assembled a cross-functional group of security and networking experts to create this report. This
group included seven Stratascale SMEs:
• Stratascale Director of Zero Trust and Identity Services Rob Forbes
• Principal Architect - Enterprise Networking Bill McKenzie
• Senior Technical Advisor for Hybrid Cloud Jeff Riggen
• Senior Cybersecurity Technical Advisor Joseph Karpenko
• Vice President - Office of the CISO Michael Wilcox
• Cybersecurity Research Analyst Alex Banghart
• Lead Cybersecurity Research Analyst Michael O’Neil
Stratascale launched this vendor analysis by setting out guidelines for assessing and highlighting vendors.
To qualify for this list, vendors had to be familiar to our team of experts from our work with clients, and
considered relevant to both network visibility and zero trust.
The group also drew a distinction between vendors who are broadly applicable in the enterprise
environments that Stratascale addresses (generally, Fortune 1000 businesses), and those which are relevant
in specific niches, but not across all potential enterprise use cases. For ZT network visibility, these lists are as
follows:
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Vendors that should be considered by buyers looking to build or enhance enterprise ZT visibility capabilities,
listed in alphabetical order:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

A10 Networks
Akamai
Arbor Networks
Arista
Aruba Networks
Awake Security
Cato Networks
Check Point
Cisco
Cloudflare
Corelight
Darktrace
Extrahop
F5 Networks
Fastly
FireEye
Fortinet
Gigamon
IronNet Cybersecurity
Lastline
McAfee
MixMode
Netscout
Plixer
Vectra AI
Zscalar

Vendors that address specific ZT network visibility requirements and may fit specific needs, but which don’t
apply to a broad spectrum of enterprise ZT network visibility use cases:
•
•
•
•
•

Alert Logic
Imperva
Neustar
Radware
Trend Micro
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Please note that as a default in this document and others in the Zero Trust Vendors to Watch, Know,
Understand series, that firms which have been acquired - like, for example, Awake Security (acquired by
Arista) and Lastline (VMware) - are listed under their original names, with notes in their profiles indicating
the acquiring company. Similarly, two firms listed here – FireEye and McAfee – are shown individually, even
though they have been aggregated into Trellix. This gives readers a chance to see how specific capabilities
have been aggregated via acquisition.
Also, please note that this list is subject to change over time, as new vendors and capabilities become
available. Stratascale brings a unique combination of expertise, solution depth and vendor relationships and
insight to the cybersecurity market.
Readers seeking support in developing zero trust strategies are encouraged to contact their Stratascale Client Advisor
or to connect with us at stratascale.com/contact-us/.
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A10 Networks
https://www.a10networks.com
KNOWN FOR: Discover A10’s application delivery controllers, DDoS protection, DDoS attack
mitigation, load balancer and next generation firewall solutions

DESCRIPTION
OUR VISION IS TO PROTECT OUR CUSTOMERS WITH BEST-IN-CLASS SOLUTIONS AND SERVICES
NEEDED TO WIN THE CYBERWAR.
A10 Networks is more than a technology company. We provide security. We provide intelligence. And we
provide automation across our portfolio of secure application solutions services. It’s in our DNA. It’s what
we stand for. Our mission is clear: To enable intelligent automation with deep machine learning to ensure
business critical applications are protected, reliable and always available.
FUNDING & INVESTORS

ACQUISITIONS
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EXECUTIVE TEAM

LEE CHEN
Founder & CEO

RAJ JALAN
CTO
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Akamai
https://www.akamai.com
KNOWN FOR: Akamai makes it easier for you to provide the best and most secure digital
experiences on any device, anytime, anywhere

DESCRIPTION
Akamai’s beginnings lie in a challenge posed by World Wide Web inventor Tim BernersLee at the
Massachusetts Institute of Technology (MIT) in early 1995. The father of the web foresaw the congestion
that was soon to become very familiar to Internet users, and he challenged colleagues at MIT to invent
a fundamentally new and better way to deliver Internet content. What he may not have foreseen was
that posing the problem in an academic setting would ultimately result in a commercial service that has
revolutionized the Internet.
MIT Professor of Applied Mathematics Tom Leighton, who had an office down the hall from Dr. Berners-Lee,
was intrigued by the challenge. Dr. Leighton, a renowned expert on parallel algorithms and architecture was
head of the Algorithms Group at MIT’s Laboratory for Computer Science. Dr. Leighton recognized that a
solution to web congestion could be found in applied mathematics and algorithms and he assembled a team of
researchers to tackle the problem.
After obtaining his undergraduate degrees in computer science and mathematics from the Technion, Danny
Lewin came to MIT in the Fall of 1996 to work with Dr. Leighton. Shortly thereafter, Mr. Lewin began making
rapid and important progress on a variety of techniques for improving Internet performance. Working with
the team, Dr. Leighton and Mr. Lewin developed the mathematical algorithms necessary to intelligently route
and replicate content over a large network of distributed servers, technology that would ultimately solve
what was becoming a frustrating problem for Internet users.
FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM

Tom Leighton
Founder & CEO

Monte E. Ford
Principal Partner
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ACQUIRED
by Netscout

Arbor Networks
http://www.arbornetworks.com
KNOWN FOR: Arbor Networks secures the world’s most demanding and complex networks from
DDoS attacks and advanced threats.

DESCRIPTION
Arbor Networks secures the world’s most demanding and complex networks from DDoS attacks and
advanced threats. Arbor Networks customers gain a micro view of their own network, through our suite of
products, combined with a macro view of global Internet traffic and emerging threats, through our ATLAS
threat intelligence infrastructure. See, understand and solve more security threats with Arbor Networks.
ATLAS provides a comprehensive, aggregated view of global traffic and threats. 330+ service provider
customers contribute 140 Tbps of global traffic intelligence, enabling Arbor’s Security Engineering &
Response Team (ASERT) to develop threat protections that are delivered directly into customer products to
stop DDoS attacks and malware campaigns. Arbor DDoS Solutions are proven on the world’s most demanding
networks. Our portfolio offers complete deployment flexibility to meet the needs of any organization, from
virtual solutions, network-embedded solutions within Cisco’s ASR 9000 routers, to appliances for enterprises
and carrier-class scrubbing centers. In Arbor Cloud, we offer a bestpractice DDoS defense service that tightly
integrates on-premises and cloud-based mitigation in a single solution. Ensure the availability of your critical
infrastructure with the world’s most broadly deployed DDoS mitigation technology. Arbor Advanced Threat
Solutions leverage integrated Netflow and Packet Capture technology for network-wide situational
awareness, broad and deep traffic visibility and security intelligence that transforms threat detection and
incident response through real-time and historical insights, stunning visualization and forensics. Protect your
most critical assets from advanced threats that are within your network right now.
FUNDING & INVESTORS
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EXECUTIVE TEAM

Anil Singhal
CEO & President

Tony King
SVP Global Sales
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Arista
http://www.arista.com
KNOWN FOR: Arista Networks was founded to pioneer and deliver softwaredriven cloud
networking solutions for large data center storage and computing environments.

DESCRIPTION
Arista Networks was founded to pioneer and deliver software-driven cloud networking solutions for large
data center storage and computing environments. Arista’s awardwinning platforms, ranging in Ethernet
speeds from 10 to 100 gigabits per second, redefine scalability, agility and resilience. Arista has shipped more
than 10 million cloud networking ports worldwide with CloudVision and EOS, an advanced network operating
system. Committed to open standards, Arista is a founding member of the 25/50GbE consortium. Arista
Networks products are available worldwide directly and through partners.
At the core of Arista’s platform is the Extensible Operating System (EOS™), a groundbreaking network
operating system with single-image consistency across hardware platforms, and modern core architecture
enabling in-service upgrades and application extensibility.
Arista was recognized by Gartner as a “leader” in its “2017 Magic Quadrant for Data Center Networking”
based on a number of factors, including high growth, technology solutions and flexible software. The Arista
team is comprised of experienced management and engineering talent from leading networking companies.
Arista designs revolutionary products in California and delivers them worldwide through distribution
partners, systems integrators and resellers with a strong dedication to partner and customer success
FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM

Jayshree Ullal
President & CEO

Andy Bechtolsheim
Founder Chief Development
Officer& Chairman
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ACQUIRED
by HPE

Aruba Networks
https://www.arubanetworks.com
KNOWN FOR: Aruba is the industry leader in wired, wireless and security networking solutions
for todays experience edge.

DESCRIPTION
Customer first, customer last. We believe in relationships over transactions, where everything we do starts
and ends with our customers.
Experience edge innovation. We’re changing the rules of networking to create smart digital experiences.
Provided by a next-generation network – one that’s software-defined, secure, and designed for mobile and
IoT. You benefit from the best of both worlds: amazing experiences with amazing simplicity.
Fostering a culture built on trust. Through global communities and collaboration, we are committed to
empowering customers and partners alike to be the driving force that shapes the future of networking.
We, at Aruba, are much more than leaders in Wi-Fi technology! Aruba is where top athletes in every field are
advancing the future of mobile and digital. At our core is a Customer First, Customer Last philosophy. We
Focus on Innovation that is revolutionizing digital experiences in places where we work, learn, shop, travel,
and enjoy free time. We are the Biggest Small Company in our industry. Our mission is to be the Edge-toCloud platform upon which our customers innovate in the mobile, IoT, and cloud era.
FUNDING & INVESTORS
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EXECUTIVE TEAM

Keerti Melkote
Chief Aruban

Alain Carpentier
Head of WW Sales
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Awake Security

ACQUIRED
by Arista

https://www.awakesecurity.com
KNOWN FOR: Arista Networks was founded to pioneer and deliver softwaredriven cloud
networking solutions for large data center storage and computing environments.

DESCRIPTION
Awake was born out of a deep motivation to prove them wrong. When the concept of a brain-like security
solution—one that can think, sense, learn, and adapt—arose, it was a lofty idea that many believed would
never work. But we had a vision of a cerebral network traffic analysis solution that could stay ahead of today’s
complex cyber threats. With the help of more than 200 enterprise security teams, our concept was developed,
refined, tested, and perfected. Using analytics, AI, and machine learning in innovative ways, our solution can
uncover behaviors and threats that are invisible to existing technologies.
FUNDING & INVESTORS

EXECUTIVE TEAM

Rahul Kashyap
President & CEO

Keith Amidon
Co-Founder & Chief
Architect
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Cato Networks
https://www.catonetworks.com
KNOWN FOR: Cato connects your remote locations, mobile users, physical and cloud datacenters
into a secure and optimized global managed SD-WAN service.

DESCRIPTION
Cato provides a converged SD-WAN and network security as a global cloud service. Aligned with Gartner’s
Secure Access Service Edge (SASE) framework, Cato Cloud connects all data centers, branches, mobile users,
and cloud resources into an agile and secure global network. Our service empowers you to connect, secure,
and run the network yourself, and supports you with expert managed services if you need them. Cato’s cloudnative architecture delivers a future-proof network that evolves at the pace of your business. With Cato, your
network, and your business, are ready for whatever comes next.
FUNDING & INVESTORS

EXECUTIVE TEAM

Shlomo Kramer
Founder & CEO

Gur Shatz
Co-Founder & CTO
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Check Point
https://www.checkpoint.com/
KNOWN FOR: Check Point Infinity architecture delivers consolidated Gen V cyber security
across networks, cloud, and mobile environments.

DESCRIPTION
Check Point Software Technologies Ltd. Check Point is the largest network cyber security vendor globally,
providing industry-leading solutions and protecting customers from cyber attacks with an unmatched catch
rate of malware and other types of threats. Check Point offers a complete security architecture defending
enterprises – from networks to mobile devices – in addition to the most comprehensive and intuitive security
management. Check Point protects over 100,000 organizations of all sizes.
Check Point headquarters are located internationally in Tel Aviv, Israel, and in the United States in San Carlos,
California. The Company has offices in the U.S. in Alabama, Arizona, Northern and Southern California,
Colorado, Florida, Georgia, Illinois, Massachusetts, Michigan, Minnesota, New York, New Jersey, Ohio,
Pennsylvania, Texas, Virginia, Washington and Wisconsin; as well as in Canada, in the Ontario area. The
Company also has international subsidiaries located in Austria, Belarus, Belgium, Czech Republic, Denmark,
Finland, France, Germany, Greece, Hungary, Italy, the Netherlands, Norway, Poland, Portugal, Romania,
Russia, Spain, Sweden, Switzerland, Turkey, the United Kingdom, Australia, New Zealand, India, Japan, Hong
Kong, P.R. China, Philippines, Singapore, South Korea, Taiwan, Thailand, Argentina, Brazil, Colombia, Mexico
and Canada.
FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM

Gil Shwed
Founder & CEO

Tal Payne
CFO & COO
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Cisco
https://www.cisco.com
KNOWN FOR: CCisco is the worldwide leader in IT and networking. We help companies of all
sizes transform how people connect, communicate, and collaborate.

DESCRIPTION
Cisco (NASDAQ: CSCO) enables people to make powerful connections--whether in business, education,
philanthropy, or creativity. Cisco hardware, software, and service offerings are used to create the Internet
solutions that make networks possible--providing easy access to information anywhere, at any time. Cisco
was founded in 1984 by a small group of computer scientists from Stanford University. Since the company’s
inception, Cisco engineers have been leaders in the development of Internet Protocol (IP)-based networking
technologies. Today, with more than 71,000 employees worldwide, this tradition of innovation continues with
industry-leading products and solutions in the company’s core development areas of routing and switching, as
well as in advanced technologies such as home networking, IP telephony, optical networking, security, storage
area networking, and wireless technology. In addition to its products, Cisco provides a broad range of service
offerings, including technical support and advanced services. Cisco sells its products and services, both
directly through its own sales force as well as through its channel partners, to large enterprises, commercial
businesses, service providers, and consumers.

FUNDING & INVESTORS
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ACQUISITIONS

P O W ER ED B Y VATI O N VENTURES

22

P O W ER ED B Y VATI O N VENTURES

23

EXECUTIVE TEAM

Eran Levy
Director & Head of Thought
Leadership

Chuck Robbins
Chairman and CEO
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Cloudflare
https://www.cloudflare.com
KNOWN FOR: Here at Cloudflare, we make the Internet work the way it should. Offering CDN,
DNS, DDoS protection and security, find out how we can help your site.

DESCRIPTION
Help us build a better Internet: At Cloudflare, we have our eyes set on an ambitious goal — to help build a
better Internet. We believe that with our talented team, smart technology and engaged users we can solve
some of the biggest problems on the Internet. Just how big?
What we do:
• Anytime we push code, it automatically affects over 18 million Internet properties.
• Every day, thousands of new customers sign up for Cloudflare service.
• Every day, we see more than 1 billion unique IP addresses.
• We serve data from over 180 cities in 80 countries around the world.

FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM

Matthew
Co-Founder & CEO

Lee
Co-Founder

P O W ER ED B Y VATI O N VENTURES

26

Corelight
http://www.corelight.com
KNOWN FOR: Bro is the world’s most powerful framework for transforming network traffic into
actionable data for analysis, forensics, and real-time response.

DESCRIPTION
Corelight is the most powerful network visibility solution for information security professionals. We provide
real-time data that organizations use to understand, detect, and prevent cyber attacks. Our solution is built
on Zeek, the powerful and widely-used open source monitoring framework.
FUNDING & INVESTORS

EXECUTIVE TEAM

Gregory Bell
CEO

Alan Saldich
CMO
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Darktrace
https://www.darktrace.com
KNOWN FOR: The world leader in Enterprise Immune System technology for cyber security.

DESCRIPTION
Founded in 2013 by mathematicians from the University of Cambridge and government cyber intelligence
experts in the US and the UK, Darktrace is recognized today as the world’s leading AI company for cyber
security. With deep expertise in mathematics and machine learning, as well as operational experience
defending critical national assets, our founding team started Darktrace to empower organizations to defend
their systems against the most sophisticated cyber-threats. Darktrace’s pioneering technology, the Enterprise
Immune System, applies AI to the cyber defense challenge for the first time, and has proven itself successful
in detecting cyber-threats that existing, legacy systems cannot.
It quickly became clear that the technology was powerful enough to identify a diverse range of threats at
their earliest stages – including insider attacks, latent vulnerabilities, cloud-based threats and even statesponsored espionage. In 2016, Darktrace’s leadership in AI was reinforced with the launch of the first-ever
autonomous response technology, Darktrace Antigena. This innovation allowed the Enterprise Immune
System to react to in-progress cyber-attacks in a highly precise way, giving security teams the time they
desperately need to catch up. When WannaCry ransomware attacks hit hundreds of organizations in 2017,
Darktrace Antigena reacted in seconds, protecting customer networks from the inestimable damage.
In November 2017, the company announced a new business unit, Darktrace Industrial, dedicated to fighting
threats in industrial and SCADA networks, building on a strong base of customers that use Darktrace AI
to protect critical national infrastructure and operational technology. Darktrace is headquartered in San
Francisco and Cambridge, UK, with 40 offices globally and over 1,000 employees. It is privately owned, with
investors including KKR, Summit Partners, Vitruvian Partners, Samsung Ventures, TenEleven Ventures,
Hoxton Ventures, Talis Capital, Invoke Capital and Insight Venture Partners.
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FUNDING & INVESTORS

EXECUTIVE TEAM

Nicole Eagan
Co-CEO

Jack Stockdale
Chief Technology Officer
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Extrahop
https://www.extrahop.com
KNOWN FOR: ExtraHop delivers unprecedented visibility, definitive insights, and immediate
answers for Security, IT, and the line of business from core to cloud to edge.

DESCRIPTION
ExtraHop provides cloud-native network detection and response for the hybrid enterprise. Our breakthrough
approach analyzes all network interactions and applies cloud-scale machine learning for complete visibility,
real-time detection, and intelligent response. With this approach, we help the world’s leading enterprises rise
above the noise of alerts, organizational silos, and runaway technology. Whether you’re investigating attacks,
ensuring the availability of critical applications, or securing your investment in cloud, ExtraHop helps you
detect threats up to 95 percent faster and respond 60 percent more efficiently.
FUNDING & INVESTORS

EXECUTIVE TEAM

Arif Kareem
CEO & President

Jesse Rothstein
CTO & Co-Founder
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F5 Networks
https://www.f5.com
KNOWN FOR: F5 products ensure that applications are always secure and perform the way they
should—anywhere, any time, and on any device.

DESCRIPTION
F5 (NASDAQ: FFIV) powers applications from development through their entire life cycle, across any multicloud environment, so our customers – enterprise businesses, service providers, governments, and consumer
brands—can deliver differentiated, highperforming, and secure digital experiences.

FUNDING & INVESTORS

EXECUTIVE TEAM

Francois Locoh-Donou
CEO & President

Tom Fountain
EVP & Chief Strategy
Officer
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Fastly
https://www.fastly.com
KNOWN FOR: Fastly’s content delivery network is all about control and reliability:

DESCRIPTION
Where developers dream bigger.
Developers change the way the world experiences the web: they drive the next groundbreaking innovation,
power the companies that connect us, and create experiences that can transform our lives. And we built
Fastly to make sure they always have what they need to make it happen. Our powerful edge cloud network
empowers developers to run, secure, and deliver websites and applications — as close to the users as possible,
to create unforgettable experiences at global scale.
FUNDING & INVESTORS

ACQUISITIONS
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ACQUIRED
by Symphony
Corporation

FireEye
https://www.fireeye.com
KNOWN FOR: FireEye understands cyber attacks and the threat actors responsible for them
better than anyone else.

DESCRIPTION
FireEye understands cyber attacks and the threat actors responsible for them better than anyone else.
FireEye learned that technology alone isn’t enough to combat cyber attackers, which is why our solution takes a
three-pronged approach that combines innovative security technologies, world-renowned expertise, and deep
threat intelligence capabilities. Unlike other solutions, we address the entire security operations lifecycle —
every critical issue before, during and after an attack.
We also understand the challenges and complexities that you face as you try to protect your organization
against ever-evolving threats such as a shortage of security experts, inefficient processes, complex technologies
and multiple siloed point products. The FireEye security-as-a-service approach simplifies, extends and augments
your current security operations so that you can deliver the best security where and when you need it: in the
public or private cloud, on premise or hybrid environment, in the network or at the endpoint.
FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM

Kevin Mandia
CEO

Keith Amidon
President
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Fortinet
https://www.fortinet.com
KNOWN FOR: Industry Leading Cyber Security Company and Malware Protection.

DESCRIPTION
Fortinet (NASDAQ: FTNT) secures the largest enterprise, service provider, and government organizations
around the world. Fortinet empowers its customers with intelligent, seamless protection across the expanding
attack surface and the power to take on ever-increasing performance requirements of the borderless
network—today and into the future. Only the Fortinet Security Fabric architecture can deliver security
without compromise to address the most critical security challenges, whether in networked, application,
cloud, or mobile environments. Fortinet ranks number one in the most security appliances shipped worldwide
and more than 450,000 customers trust Fortinet to protect their businesses.

FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM

Ken Xie
Founder

Michael Xie
Founder & President &
CTO
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ACQUIRED
by Elliot
Management
Cort.

Gigamon
http://www.gigamon.com
KNOWN FOR: Founded in 2004, Gigamon provides network visibility and analytics through the
delivery of products that provide advanced intelligence for security, network, and application
performance management.

DESCRIPTION
Today’s IT leaders often overlook opportunities to drive business innovation found in the ones and zeros
hidden in their networks. The Gigamon Visibility and Analytics Fabric captures all network data, processes it
and sends it to the tools and teams who need it. Using a single integrated platform, digital teams can choose
advanced capabilities for easing network burdens, analyzing applications, and detecting and responding to
threats.

FUNDING & INVESTORS

ACQUISITIONS
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EXECUTIVE TEAM

Paul Hooper
Chief Executive Officer

Shane Buckley
President and Chief
Operating Officer
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ACQUIRED
by LGL System
Acquisition
Corp.

IronNet Cybersecurity
https://ironnetcyber.com
KNOWN FOR: We believe that our cuttingedge cybersecurity solution will fundamentally change
the way the world does cyber.

DESCRIPTION
In 2014, we started working with industry leaders to collectively defend critical infrastructure from advanced
nation-state threats. We discovered that cyber defenses were too reliant on signature-based solutions and
lacked the scalability to provide full enterprise visibility in real-time. Even if industry peers wanted to work
together, they could not, due to an inability to detect the tactics and techniques used to target individual
enterprises.
For collective defense to work, we needed a different type of cybersecurity solution, one that identified
behavioral anomalies at scale within an individual enterprise and one that could anonymously share detected
events within a trusted circle of peers at machine speed for higher order correlation and analysis.
We founded IronNet Cybersecurity with an unmatched team of experts from industry, government,
and academia to partner with public and private enterprises to build and operate a collective defense
infrastructure that helps defend industries and the nation from advanced threats.

FUNDING & INVESTORS
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EXECUTIVE TEAM

Keith Alexander
Founder & CEO

William Welch
Co-CEO

Brett Williams
Co-Founder & Chief
Operating Officer

James Gerber

James Heath
Co-Founder & Chief
Scientist

George Lamont
Co-Founder & Chief
Information Officer/ Chief
Information Security
Officer

Chief Financial Officer
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ACQUIRED
by Broadcom

Lastline
http://www.lastline.com
KNOWN FOR: Founded in 2011, Lastline provides network security products that deliver the
visibility security professionals need to detect and contain sophisticated cyberthreats. Lastline is
headquartered in San Mateo, California.

DESCRIPTION
Lastline® is revolutionizing the way companies protect their networks and email. Our AIpower network
security solutions detect attacks and malicious network activity before suffering a costly data breach. And we
enable you to do this with fewer resources and at lower cost than existing security tools.
In 2011, Drs. Engin Kirda, Christopher Kruegel, and Giovanni Vigna, three of the world’s most influential
academic researchers in cybersecurity, founded Lastline. The company’s vision is informed by the founders’
world-renowned research on network security, malware analysis, and evasion techniques, academicallyrooted rigor, innovative approaches to network breach protection, and a passion to improve enterprise
cybersecurity. Lastline’s unmatched level of visibility, accuracy, and effectiveness, and our focus on CISOs’
ever-increasing pressure to secure company networks and assets, has resulted in the company providing
specific, actionable, context-rich threat intelligence and decreased data loss to many of the largest and most
successful companies around the world.
FUNDING & INVESTORS
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EXECUTIVE TEAM

John DiLullo
Chief Executive Officer

Christopher Kruegel
Co-Founder & Chief
Product Officer
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McAfee
https://www.mcafee.com
KNOWN FOR: McAfee Threat Center provides the latest virus alerts and analysis on new
malware, network security threats, and web vulnerabilities.

DESCRIPTION
McAfee is a leader in online protection. We make life online safe and enjoyable for everyone. We are focused
on protecting people, not devices. Our solutions adapt to our customers’ needs in this always online world.
We empower our customers to confidently experience life online through integrated, easy-to-use solutions
that provide total protection for their families and communities.
FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM

Peter Leav
President and CEO

Steve Grobman
SVP & CTO
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MixMode
http://www.mixmode.ai
KNOWN FOR: MixMode is a Network Security Monitoring Powered by ContextAware Third Wave
AI.

DESCRIPTION
Founded in 2012, MixMode provides a platform that monitors network for cyber risks, performs incident
responding and more. They are based in San Diego, California.

FUNDING & INVESTORS

EXECUTIVE TEAM

John Keister
CEO

Dr. Igor Mezic
CTO and Chief Scientist
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Netscout
https://www.netscout.com
KNOWN FOR: The world’s largest enterprises, government agencies, and service providers rely
on NETSCOUT visibility.

DESCRIPTION
We Assure and Protect Our Connected World
At NETSCOUT, we transform and accelerate the way our customers deliver, deploy, and secure services and
applications across physical, virtual, and cloud environments.
NETSCOUT Smart Data: Our Smart Data technology distills real-time, precise, and relevant intelligence from
all connected services and their interactions.
Our Vision, Your Success: We help you confidently build and implement digital strategies. Our enterprise,
government, service provider, and security customers tell us NETSCOUT Smart Data helps them deliver
optimal application and service performance, provide an unmatched user experience, and find and fix
advanced cyber and DDoS threats.
We Assure and Protect the Brands that Run Our Connected World: Ninety percent of Tier 1 service
providers, the Fortune 100 and the world’s most recognized brands depend on NETSCOUT to protect and
assure our connected world. In addition to our team of experts, customers also benefit from an expansive
global network of technology, reseller, and system integration partners.
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ACQUISITIONS

EXECUTIVE TEAM

Anil Singhal
Co-founder & President
& CEO

Michael Szabados
Chief Operating Officer
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Plixer

ACQUIRED
by Battery
Ventures

http://www.plixer.com
KNOWN FOR: Founded in 1999, Plixer provides a single platform for network security and
monitoring delivering the insight and analytics needed to manage the immense opportunities and
risks of digital develops, software with a focus on network traffic analysis.

DESCRIPTION
Plixer’s distinct approach to providing a single platform for network security and monitoring delivers the
insight and analytics needed to manage the immense opportunities and risks of your digital business. When
network and security teams access information from a shared platform, something unexpected happens.
Hidden patterns emerge, anomalies stand out, and the teams start speaking the same language. Important
insights become clear, leading to smarter decisions that make the organization safer and more efficient. Plixer
has created a powerful platform for analyzing, evaluating, and visualizing the millions of conversations that
cross networks every second.
ACQUISITIONS Nº

EXECUTIVE TEAM

Jeff Lindholm
President & CEO

Paul Piccard
CTO & SVP Engineering
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Vectra AI
https://www.vectra.ai
KNOWN FOR: Vectra is the sole visionary in the Gartner Magic Quadrant for IDPS

DESCRIPTION
Vectra® is the world leader in applying AI to detect and respond to cyberattacks
Vectra is the world leader in applying artificial intelligence to detect and respond to cyberattacks in cloud,
data center and enterprise infrastructures in real time, while empowering security analysts to perform
conclusive incident investigations and AIassisted threat hunting.
Comprehensive cyberattack detection and response is mandatory in today’s hostile data environments,
and the stakes have never been higher. No other company comes close to Vectra in proactively hunting
down cyberattackers and reducing business risk. Our core team consists of threat researchers, white hats,
data scientists, network security engineers, and UI designers. We’re passionate and committed to making a
difference in a world where cybersecurity is a paramount concern, and we constantly push the boundaries of
what’s possible to drive the next generation of security.
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EXECUTIVE TEAM

Hitesh Sheth
President & CEO

Oliver Tavakoli
CTO
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Zscaler
http://www.zscaler.com
KNOWN FOR: Zscaler is revolutionizing cloud security by helping enterprises move securely
from the old world of IT into the new world of cloud and mobility.

DESCRIPTION
Back in the day when your users were all on the network and your applications resided in your physical
data center, it made sense to establish a secure perimeter around your network. But those days are over,
the perimeter is gone, and network security is all but irrelevant. Instead, you need to put your defenses and
controls where the connections occur— the internet — so that every connection is fast and secure, no matter
how or where users connect or where their applications reside.
By moving applications and infrastructure to the cloud and untethering employees from their desks, you
can realize tremendous advantages in productivity, agility, and cost containment. With our 100% cloud built
secure platform, Zscaler can help you make the move to the cloud, securely.
FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM

Jay Chaudhry
CEO Chairman &
Founder

Remo E. Canessa
Chief Financial Officer
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Alert Logic
https://www.alertlogic.com
KNOWN FOR: Alert Logic’s Managed Detection and Response platform provides 24/7 protection
against constantly evolving cyber attacks.

DESCRIPTION
Alert Logic is the only managed detection and response (MDR) provider that delivers comprehensive
coverage for public clouds, SaaS, on-premises, and hybrid environments. Since no level of investment prevents
or blocks 100% of attacks, you need to continuously identify and address breaches or gaps before they cause
real damage. With limited expertise and a cloud-centric strategy, this level of security can seem out of reach.
Our cloud-native technology and white-glove team of security experts protect your organization 24/7 and
ensure you have the most effective response to resolve whatever threats may come. Founded in 2002, Alert
Logic is headquartered in Houston, Texas and has business operations, team members, and channel partners
located worldwide.

EXECUTIVE TEAM

BOB LYONS
Chief Executive Officer

TIM ALGUIRE
Chief Financial Officer
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Imperva

ACQUIRED
by Command
Alkon

https://www.imperva.com
KNOWN FOR: Imperva is a leading provider of data and application security solutions that
protect businesscritical information in the cloud and on-premises.

DESCRIPTION
Imperva is an analyst-recognized, cybersecurity leader championing the fight to secure data and applications
wherever they reside.
Our work: Imperva protects and provides a secure foundation for our customers’ businesses. Once deployed,
our solutions proactively identify, evaluate, and eliminate current and emerging threats, so you never have to
choose between innovating for customers and protecting what matters most.

FUNDING & INVESTORS

EXECUTIVE TEAM

Christopher Hylan
CEO & President

Kunal Anand
Chief Technology Officer
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ACQUIRED
by TransUnion

Neustar
https://www.home.neustar/
KNOWN FOR: Neustar helps clients grow, guard, and guide their businesses with the most
complete understanding of how to connect people, places, and things.

DESCRIPTION
As a company built on the foundation of Privacy by Design, for more than 20 years Neustar’s unique
capabilities have made us the leader in the field of responsible identity resolution. We help our clients grow,
guard, and guide their businesses by connecting people, places, and things with world-class and industryleading solutions in Marketing, Digital Defense, Digital Performance, Risk, Communications, and Registry
services.
Every day, the world generates roughly 2.5 quadrillion bits of data. Neustar isolates certain elements and
analyzes, simplifies and edits them to make precise and valuable decisions that drive results. As one of the
few companies capable of knowing with certainty who is on the other end of every interaction, we’re trusted
by some of the greatest and largest brands in the world to make critical decisions roughly 20 billion times a
day. We help marketers send timely and relevant messages to the right people at the right time, using state of
the art data analytics and modeling software. We can tell them what ads to serve, and to who and when they
should serve them.
We’re proud to be the home of some of the most foremost experts on cybersecurity. In a world where
cyberattacks are becoming more sophisticated and complex, we have a dedicated team of industry giants that
stay ahead of the curve to stave off the next DDoS attack of your network or fleet of IoT devices, all so you
don’t have to. Because in our modern connected digital world where customers expect everything to work at
all time, if your site or network goes down, not only does your brand image take a hit, it could also mean the
loss of millions in revenue.
We can authoritatively tell a client exactly who is calling or connecting with them, allowing you to make critical,
real-time responses. And the same comprehensive information that enables our clients to direct and manage
orders also stops attackers. We know when someone isn’t who they claim to be, which helps stop fraud and
denial of service before they become a problem. Because we’re also an experienced manager of some of the
world’s most complex databases, we help clients control their online identity, registering and protecting their
domain name, and routing traffic to the correct network address. By linking the most essential information
with the people who depend on it, we give more than 11,000 clients worldwide the power to make the most
well-informed decisions to grow and guard their business — not just data they have to figure out and interpret
for themselves. Getting identity right begins here.
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EXECUTIVE TEAM

Charles Charles E. Gottdiener
President & Chief Executive
Officer

Carolyn Ullerick
Senior Vice President &
Chief Financial Officer
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Radware
https://www.radware.com/
KNOWN FOR: Radware’ s application delivery, DDoS protection and load balancing solutions
ensure optimal service levels for applications in virtual, cloud and softwar.

DESCRIPTION
Radware® (NASDAQ: RDWR), is a global leader of cyber security and application delivery solutions for
physical, cloud, and software defined data centers. Its awardwinning solutions portfolio secures the digital
experience by providing infrastructure, application, and corporate IT protection and availability services to
enterprises globally. Radware’s solutions empower more than 12,500 enterprise and carrier customers
worldwide to adapt to market challenges quickly, maintain business continuity and achieve maximum
productivity while keeping costs down.
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ACQUISITIONS

EXECUTIVE TEAM

Roy Zisapel
Chief Executive Officer &
President

Doron Abramovitch
Chief Financial Officer

David Aviv
Chief Technology Officer

Gabi Malka
Chief Operating Officer
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Trend Micro
http://apac.trendmicro.com
KNOWN FOR: Trend Micro is a leader in hybrid cloud, endpoint, and network security solutions.
We work hard to ensure the best protection, performance, usability, and manageability.

DESCRIPTION
For over 30 years, Trend Micro’s unwavering vision has been to make the world safe for edigital information.
Security is our entire focus, and it shows. This single-minded passion hinnovations that keep up with the bad
guys despite a changing IT landscape, riskier user bconstantly evolving threats. The depth of our experience
remains unmatched. From the ennetwork to the cloud, we’ve got you covered with a connected threat defence
recognised bcustomers, and industry gurus of all kinds.

EXECUTIVE TEAM

Eva Chen
Chief Executive Officer

Mahendra N
Chief Financia
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