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Executive Summary &
Featured Companies
The network plays a unique role in the shift from traditional perimeter-based security strategies to zero trust
(ZT). On the one hand, the network itself moves from being the primary focus of security activity to one of
six interrelated pillars, and this loss of primacy can be difficult to absorb for legacy network-centric security
professionals and organizations. On the other hand, the network is central to critical ZT security functions
and to delivering on the foundational requirements highlighted in the “ZT Strategic Technology/Management
Priorities” graphic. “De-perimeterization,” a concept espoused by the Jericho Forum (which first advanced key
ZT principles), may be the basis for zero trust, but ZT network plays an essential role in establishing ZT as a
functional strategy.
In a discussion of technologies that are needed for zero trust success, Stratascale security SMEs highlighted
four key issues: microsegmentation, encryption, visibility, and VPN replacement/software defined (SD)
perimeter.
VPN Replacement/SD Perimeter
The pandemic exposed a fundamental flaw in VPN-centric remote access strategies: with the alreadyunderway-but-significantly-accelerated migration of workloads to the cloud, an architecture mandating that a
remote user tunnel into a central facility to access cloud-based resources was a poor use of budget, time, and
bandwidth. VPNs that only authenticate on entry and then permit access to a vast swath of corporate assets
are also a poor fit with zero trust. Moving forward, security leaders will look to establish software defined
perimeters, inspecting traffic and defining rules that govern resource access, regardless of where the user or
resource is located. Many organizations deploy cloud access service broker (CASB) or secure access service
edge (SASE) technologies to address this requirement.A series of meetings involving SMEs from Stratascale’s
security practice, Office of the CISO, and Innovation Labs assessed 21 vendors in the SD perimeter category,
resulting in a list of ten vendors as a starting point for firms looking to enhance network encryption as part of
a broader Zero Trust strategy.
Please note that no recommendation or warranty is implied by the inclusion of any vendor within this report.
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FEATURED COMPANIES

Drilling down
Stratascale assembled a cross-functional group of security and networking experts to create this report. This
group included seven Stratascale SMEs:
•
•
•
•
•
•
•

Stratascale Director of Zero Trust and Identity Services Rob Forbes
Principal Architect - Enterprise Networking Bill McKenzie
Senior Technical Advisor for Hybrid Cloud Jeff Riggen
Senior Cybersecurity Technical Advisor Joseph Karpenko
Vice President - Office of the CISO Michael Wilcox
Cybersecurity Research Analyst Alex Banghart
Lead Cybersecurity Research Analyst Michael O’Neil

Stratascale launched this vendor analysis by setting out guidelines for assessing and highlighting vendors
we considered for inclusion firms that are familiar to our team of experts from our work with clients, and are
considered relevant to both VPN replacement/SD perimeter and zero trust network strategies.
Vendors that should be considered by buyers looking to build or enhance enterprise ZT VPN replacement/SD
perimeter capabilities, listed in alphabetical order:
•
•
•
•
•
•
•
•
•
•

Banyan Security
Cisco
Fortinet
Juniper Networks
Microsoft
Palo Alto Networks
Perimeter 81
Pulse Secure
Safe-T
Tailscale
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Please note that as a default in this document and others in the Zero Trust Vendors to Watch, Know,
Understand series, that firms which have been acquired - like, for example, Pulse Secure, which was
purchased by Juniper Networks - are listed under their original names, with notes in their profiles indicating
the acquiring company. This gives readers a chance to see how specific capabilities have been aggregated via
acquisition.
Also, please note that this list is subject to change over time, as new vendors and capabilities become available.
Stratascale brings a unique combination of expertise, solution depth and vendor relationships and insight
to the cybersecurity market. Readers seeking support in developing zero trust strategies are encouraged to
contact their Stratascale Client Advisor or to connect with us at stratascale.com/contact-us/.
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Banyan Security
https://www.banyansecurity.io/
KNOWN FOR: Banyan Security provides a zero trust network access platform for hybrid and
multi-cloud environments.

DESCRIPTION
Today’s computing world has become truly perimeter-free. Remote employees and contractors in coffee shops,
airports, and homes access internal applications running in multiple public clouds, connecting to other cloud
applications and enterprise data centers. Mobility, containers, and public and private clouds have unleashed
innovation like never before. Yet this creates tremendous challenges for securing this ever-growing
and interconnected access surface; to protect information, ensure compliance, catalyze innovation and deliver an
outstanding user experience. At Banyan Security, we help IT and Security teams successfully deliver secure remote
access to both today’s and the next generation of users and applications. That’s why we have brought the industry’s
most user-centric Zero Trust Network Access (ZTNA) solution to market. Banyan is a
diverse global team headquartered in San Francisco, CA and is backed by top-tier VCs. With principal engineers and
security experts from VMware, HP, Cisco, Salesforce, and Okta, the Banyan Security team has filed 100+ patents.
FUNDING & INVESTORS

EXECUTIVE TEAM

P O W ER ED B Y VATI O N VENTURES

6

Cisco
https://www.cisco.com/
KNOWN FOR: Cisco is the worldwide leader in IT and networking. We help companies of all sizes
transform how people connect, communicate, and collaborate.

DESCRIPTION
Cisco (NASDAQ: CSCO) enables people to make powerful connections--whether in business, education,
philanthropy, or creativity. Cisco hardware, software, and service offerings are used to create the Internet
solutions that make networks possible--providing easy access to information anywhere, at any time. Cisco
was founded in 1984 by a small group of computer scientists from Stanford University. Since the company’s
inception, Cisco engineers have been leaders in the development of Internet Protocol (IP)-based networking
technologies. Today, with more than 71,000 employees worldwide, this tradition of innovation continues with
industry-leading products and solutions in the company’s core development areas of routing and switching, as
well as in advanced technologies such as home networking, IP telephony, optical networking, security, storage
area networking, and wireless technology. In addition to its products, Cisco provides a broad range of service
offerings, including technical support and advanced services. Cisco sells its products and services, both
directly through its own sales force as well as through its channel partners, to large enterprises, commercial
businesses, service providers, and consumers.
FUNDING & INVESTORS
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ACQUISITIONS
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EXECUTIVE TEAM
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Fortinet
https://www.fortinet.com/
KNOWN FOR: Industry Leading Cyber Security Company and Malware Protection.

DESCRIPTION
Fortinet (NASDAQ: FTNT) secures the largest enterprise, service provider, and government organizations
around the world. Fortinet empowers its customers with intelligent, seamless protection across the expanding
attack surface and the power to take on ever-increasing performance requirements of the borderless
network—today and into the future. Only the Fortinet Security Fabric architecture can deliver security
without compromise to address the most critical security challenges, whether in networked, application,
cloud, or mobile environments. Fortinet ranks number one in the most security appliances shipped worldwide
and more than 450,000 customers trust Fortinet to protect their businesses.

FUNDING & INVESTORS
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ACQUISITIONS

EXECUTIVE TEAM
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Juniper Networks
https://www.juniper.net/us/en/
KNOWN FOR: Juniper Networks provides highperformance networking & cybersecurity solutions
to service providers, enterprise companies & public sector organizations.

DESCRIPTION
In 1995, after 11 years working at the Computer Science Lab of Xerox PARC, Pradeep Sindhu took a leave
of absence to consider his next steps. Noting the explosive growth of the Internet and the importance
of connecting computers, Sindhu was struck by the enormous potential of the router — the fundamental
building block of the network. He returned from a vacation with the idea to start a company to supply highperformance routers to support the quickly emerging Internet.
After some discouraging responses from venture capitalists, Sindhu managed to secure financing for his
company, and Juniper Networks was incorporated February 6, 1996, in California. Instead of starting small
like many startups, Juniper Networks decided upon what would become its signature approach — tackle the
toughest problem and solve it once. The company’s first product, the revolutionary M40 router which shipped
in September of 1998, did just that. The M40 far surpassed all other routers on the market and established
Juniper’s position as an innovative and serious player in the hardware market. Developing the M40 was a
major undertaking that required two years of research and work. During that time, to keep venture capitalists
and customers happy, Juniper Networks developed what would later become its major differentiator and the
basis for all future innovation — Junos Platform.
FUNDING & INVESTORS
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ACQUISITIONS
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EXECUTIVE TEAM
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Microsoft
https://www.microsoft.com/en-in/
KNOWN FOR: Microsoft develops, manufactures, licenses, supports and sells computer software,
consumer electronics, personal computers, and services.

DESCRIPTION
Microsoft Corporation is an American multinational technology company with headquarters in Redmond,
Washington. It develops, manufactures, licenses, supports and sells computer software, consumer electronics,
personal computers, and services. Its best known software products are the Microsoft Windows line of
operating systems, the Microsoft Officesuite, and the Internet Explorer and Edge web browsers. Its flagship
hardware products are the Xbox video game consoles and the Microsoft Surface tablet lineup. As of 2016, it is
the world’s largest software maker by revenue, and one of the world’s most valuable companies.
FUNDING & INVESTORS
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ACQUISITIONS

P O W ER ED B Y VATI O N VENTURES

17

P O W ER ED B Y VATI O N VENTURES

18

P O W ER ED B Y VATI O N VENTURES

19

P O W ER ED B Y VATI O N VENTURES

20

P O W ER ED B Y VATI O N VENTURES

21

P O W ER ED B Y VATI O N VENTURES

22

P O W ER ED B Y VATI O N VENTURES

23

EXECUTIVE TEAM
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Palo Alto Networks
https://www.paloaltonetworks.com/
KNOWN FOR: Palo Alto Networks produces hardware firewall products that take an app-centric
method for traffic classification and enable app visibility.

DESCRIPTION
Our vision is a world where each day is safer and more secure than the one before Palo Alto Networks, the
global cybersecurity leader, continually delivers innovation to enable secure digital transformation—even as
the pace of change is accelerating.
OUR MISSION: Your cybersecurity partner, for today and tomorrow Our mission is to be the cybersecurity
partner of choice, protecting our digital way of life.
WHAT WE DO: Driving innovation for a better tomorrow Everyday, Palo Alto provides the visibility, trusted
intelligence, automation and flexibility that help complex organizations advance securely.

FUNDING & INVESTORS
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ACQUISITIONS
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Perimeter 81
https://www.perimeter81.com/
KNOWN FOR: The easiest way to secure your business’ network access and cloud operations.

DESCRIPTION
Perimeter 81 was launched in 2018 as the second company of cybersecurity experts Amit Bareket and Sagi
Gidali, who met at Tel Aviv University in 2012 while studying computer science. They joined forces to found
SaferVPN which is now one of the world’s most-recognized VPN brands, and was recently acquired by a
leading Internet and media conglomerate.Since its founding, Perimeter 81 has quickly gained traction in the
Software-Defined Perimeter and Network as a Service market, and is transforming the way companies
consume network security. Perimeter 81 has been named a Gartner Cool Vendor, won many cybersecurity
awards, and holds a patent for Automatic Wi-Fi Security.
FUNDING & INVESTORS

EXECUTIVE TEAM
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ACQUIRED
by Ivanti

Pulse Secure
https://www.pulsesecure.net/
KNOWN FOR: Pulse Secure, LLC is a leading provider of secure access solutions to both
enterprises and service providers.

DESCRIPTION
Every single day, our global team are innovating our products to ensure that you can dramatically boost your
workers’ productivity, make a smooth and secure transition to the Cloud and ensure that your networks are
protected without a burden on IT. Put simply, we are the company that is 100% focused on delivering secure
access solutions for people, devices, things and services. For years, enterprises of every size and industry
have been trusting our integrated virtual private network, network access control and mobile security
solutions to enable secure access seamlessly in their organizations.

ACQUISITIONS

EXECUTIVE TEAM
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Safe-T
http://www.safe-t.com
KNOWN FOR: Safe-T protects your sensitive data by hiding it from both the outside and inside
worlds, and making it accessible only to authorized and intended entities.

DESCRIPTION
Your organization faces a multitude of new business challenges in securing and monitoring sensitive
data, providing authorized accessibility to applications, and safely sharing information in a hybrid cloud
environment. Furthermore, you are expected to abide by heavy regulations and compliance standards in your
industry.
With the world fully digitized and connected, we have seen that the Internet is the main source of malware
and hacking attacks, with email messages and attachments close behind. Hackers are finding software and
network vulnerabilities in remote access to servers, services and applications, and making their way to your
data. In addition, business relies on sharing data with external business partners, customers, suppliers and
amongst the employees themselves.
How can you ensure your data is secure and doesn’t fall into the wrong hands? You invest in security
solutions, and data protection tools, and yet, how do you streamline all your systems and modernize your
security environment and keep it operating efficiently? It’s certainly enough to keep you up at night.

ACQUISITIONS

EXECUTIVE TEAM
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Tailscale
https://tailscale.com/
KNOWN FOR: Founded in 2019 and headquartered in Toronto, Canada Tailscale builds software
that makes it easy to interconnect and secure devices, no matter where they are.

DESCRIPTION
Most teams build systems that don’t ever need to be Internet scale. Our vision is to remove overhead and
complexity from this “long tail” of software and operational problems that people face every day. We founded
Tailscale in early 2019 to build tools to help make these systems faster, easier, and more secure.

FUNDING & INVESTORS
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